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Executive Summary

Bluetooth, the brainchild of Ericsson Mobile Communications, was initially conceived to be a low-cost, low-power radio interface between mobile phones and Ericsson accessories. Through the years, it has surpassed its creator’s preliminary expectations to evolve into an international standard that is bridging the gaps of short range ad-hoc networks. Currently, a usage of Bluetooth technology includes wireless transfer of information between mobile devices.  Looking to the future, the Bluetooth Special Interest Group, which is comprised of several large telecommunications companies, hopes to capitalize on the promise of Bluetooth by incorporating the technology into every device conceivable from cell phones and computers, as well as to automobiles and home electronics. 

Within the scope of this paper is the discussion of what a personal area network (PAN) is, the details of how and where it works, as well as its future applications. Subsequently, it will proceed to address the developmental history of Bluetooth, and introduce the Bluetooth Special Interest Group.  From there, the paper will explore how the technology works to synchronize electronic devices and new developments.  Lastly, this work will inspect future market opportunity, including existing potential competitors in the personal area network market.

What are Personal Area Networks?

As we progress into the 21st Century, the boundaries that once limited personal communication are vanishing at an alarming rate.  The letter, the fax, and even the land-line telephone are well on their way to becoming archaic vestiges of days gone by: today is the age of wireless.  In these times, mobile phones, PDAs (Personal Digital Assistant), and Wi-Fi LANs are creating the foundation for the future of communications.  On the forefront of this wireless revolution is the fast-growing technology of PAN, or Personal Area Network.  In our technology-driven world, it is not uncommon for a person to carry a multitude of digital devices such as mobile phones, PDAs, pagers, portable game systems, and digital music players.  In the past, a drawback to the use of these devices was their incompatibility with one another: information-exchange, if at all possible, was feasible only with the use of an expensive phone call or wired connection.  While these transfer mediums were acceptable for the technology of yesteryear, PANs are reinventing how devices, and ultimately humans themselves, send, receive and share data.  

By definition, a PAN is a close range, wireless connection between two or more devices for the purpose of exchanging data.  Unlike other wireless connections such as Bluetooth and Home RF, PANs utilize low-frequency waves to transmit information using the human body as a medium.  According to Puneet Gupta of The Wireless Developer Network, the five primary considerations for a fully realized PAN are: 

· The removal of I/O and storage redundancy

· The ability to achieve instant and transparent communication 

· The power consumption required for the connection

· The security of the data being transferred

· The ability to expand the scope of communication to other devices. [6]
The first consideration refers to the ability of PANs to allow devices to interact to a point where data does not have be entered, displayed or stored in multiple locations.  This idea is clearly illustrated in the following instance, “a person who carries a watch, pager, cellular phone, personal stereo, personal digital assistant (PDA), and notebook computer is carrying five displays, three keyboards, two speakers, two microphones, and three communication devices.” [6]  All of these items possess similar components for input, output and storage.  It seems rather nonsensical that a  person should be required to reenter data into a mobile phone when the data already exists within their PDA.  Not only does data transfer require storage space, but it also takes time for the user to enter the information multiple times.  

The second consideration of PANs is an instant and transparent connection.  PANs have the ability to sense and create invisible wireless connections, even without the input or knowledge of the user.  The connections allow the free flow of data between devices on the body.  Because of the power required to create and sustain these connections, power consumption is another important consideration.  By nature, PANs are mobile, and therefore PAN enabled devices must run on a limited power source from a battery.  Too much power draw could deplete the source, and render the device useless.  As such, PAN connections must require very little power consumption.  The fourth PAN consideration is the security of the data being transferred.  Data security refers the ability of the PAN to transfer the information to the correct device and only to that device.  The electronic information age in which we live has given birth to a new breed of criminals who pray on sensitive personal information.  PANs must be able to encode and decode data so that it becomes inaccessible if hijacked by another device.  Finally, PANs must have the ability to expand the scope of communication to devices that are not part of the PAN such as a home computer or ATM.  While the PAN does not regularly interact with these devices, it does have the built in compatibility to provide the necessary connections to facilitate data transfers.  PANs are truly the networks of the future.  In order to understand them better, it is important to understand how they work.  

How do Personal Area Networks Work?

PANs use battery-operated transmitters and receivers, along with the human body as a conductive medium to send and receive data.  “The PAN transmitter capacitively couples a modulating picoamp displacement current through the human body to the receiver.” [9]  The return path back through the body is made by something called “earth ground”, comprised of all the conductors and dielectrics close to the PAN devices. [9]  In order for the earth ground to do its task, it needs to be completely isolated from the body so that the communication circuit does not short out.  When PANs send and receive information, the data is in ASCII characters.  Once either party receives it, the message is decoded and, thus, becomes comprehensible to the other person. Though this is a simplified explanation of how PAN uses the body to channel data, it will be sufficient for our purposes here

PANs today are still in their developmental and early implementation phases.  For this reason, many of the applications and ideas are, at this point, merely theoretical.  Even though designs are far from finalized, developers have a solid base model to work with.  A PAN prototype has been developed to show the way data is digitally exchanged through the human body using a battery-powered electronic circuit. Although sending an electrical current through one’s body may sound excruciating, in the PAN prototype, the current is invisible and painless.  The low-frequency carriers that PANs utilize ensure almost no energy loss, good security, and little interference with other PANs. The channel capacity of the PAN receiver operates at 417 kilobits per second and the transceiver implements a 2400 bps modem. [9]  As with any prototype, there are problems and issues that need to be worked out before the model can be fully implemented.  Various problems that exist for PAN are, in fact, important aspects of the PAN idea including:  security, signal interference, design, and usability.


One of the biggest issues with PAN is security and privacy.  The intended result of PAN security research is to allow transceivers to pass along information only to the receivers that it is meant for.  For instance, transferring credit card information to a grocery store clerk could be a use of PAN, but when information is accidentally delivered to the wrong place through simple human contact, huge problems can result.  PANs cannot succeed unless security and privacy can be guaranteed.  They must ensure that the right information goes to the correct destination.


Another problem with PANs is device placement and practicality.  Placing PAN transceivers one one’s feet is ideal because of the strong signal strength.  Even so, having sensitive credit or personal information on one’s feet could become problematic.  Newer models of PANs need to be able to work from a location such as a wallet or purse.  The devices need to be functional, regardless of where on the person they are stored.  For example, credit card data may be positioned on the waist of a person, but supermarket readers may only scan one’s feet and lower body.  It has also been found that the PAN signal faded considerably when the body touches the ground.  These problems must be addressed before wide-scale implementation of PAN networks is attempted. 

Yet another issue PAN developers must contend with is practical design. .  In order for people to want to use the PANs, the devices must to be portable, light and compact. Also, the more obvious the device, the easier it will be for it to get stolen.  An inconspicuous lightweight compact device will appeal to everyone because it will ease the burden of carrying around a wallet full of cards when all credit information can be stored on single memory chip.  This is a primary issue of concern for developers, as new PAN applications continue to be discovered.


A last problem that needs to be dealt with is the popularity of the devices and service compatibility.  People purchasing PAN devices will expect widespread compatibility.  In order to please consumers, the supermarket and phone companies must also implement the technology to make PANs useful and interactive.  While corporations may agree to allow PANs to function in a uniform way, altercations to business methods and practices will take time to address.

What are the Current and Future Applications of Personal Area Networks?


Many PAN applications are already in place and are being used quite successfully.  Boeing aircraft inspectors use ViA wearables with voice recognition and Virtual Vision head-mounted displays in order to reduce inspection times.  In the hospitality industry, PANs are used to enhance a guest’s accommodation experience with features that allow concierge services, remote reservations and automated check in and check out. [7]

Developers have many ideas on how PANs will simplify the future.  One of the more popular ideas is that of business card exchange.  Imagine if two people could shake hands and exchange business card information through their bodies at the same time.  The exchange is done by one person’s card device electronically transferring his info through joined hands to the other person’s receiver device and vise versa. [6]  Information can be transferred through all kinds of electronic devices like cell phones, pagers, PDAs, and smart cards. [9]  With PANs, it will be no problem to sync a PDA address book with a mobile phone.  Another big advantage would be calling long-distance using a prepaid phone card without having to enter in the 16-digit pin numbers.  All one would need to do is touch the keypad.  Then, the PAN device will transmit one’s prepaid phone card pin number to the phone PAN receiver and allow the person to make the call.  In the military, PANs such as wireless microphones, personal navigation systems, body core temperature sensors, and locator devices are being implemented. [7]  Other large scale potential future applications include medical record status tracking and personal home automation. [6]  The possibilities seem limitless.


PANs can also be compatible with other technologies, such as Bluetooth.  With Bluetooth, PANs can connect to the outside world.  A watch or mobile phone could be Bluetooth-enabled, meaning that it will act as an interface between a body network and the outside world.  Take this scenario: while sitting at a computer in your office, you get a communication on your pager.  The message is then sent to your watch through PAN.  Your watch, which is Bluetooth-enabled, sends the message to your PC automatically and you see the message in a pop-up window on the computer screen.  Bluetooth and PANs, together, have the capacity to centralize all data communication messages one receives.  Bluetooth enabled PANs are the wave of the future.

How has Bluetooth developed since its creation?

Bluetooth is a wireless technology comprised of hardware, software, and interoperability requirements. In 1994, the foundation for Bluetooth technology was laid when Ericsson Mobile Communications decided to investigate the feasibility of a low-cost, low-power radio interface between mobile phones and Ericsson accessories. Initially, Ericsson envisioned that a small radio built into cellular telephones and laptops would replace the cumbersome cable used to connect these devices. [1]  With the idea to link the worlds of computers and phones still intact, Ericsson approached several manufacturers of portable electronic devices to discuss the development and subsequent promotion of this short-range wireless technology in 1997. [8]  At this point, “the radio technology showed possibilities of becoming a universal bridge for existing data networks, a peripheral interface, and a mechanism to form small private ad-hoc groupings of connected devices away from fixed network infrastructures.” [1]  Also in 1997, Ericsson decided on the name Bluetooth for this technology. Harald Bluetooth was the Viking king that peacefully joined two Scandinavian kingdoms, and Ericsson’s intention was for Bluetooth technology to similarly join telecommunications and computing. [8]  The following year IBM, Intel, Nokia, and Toshiba joined Ericsson in the formation of the Bluetooth Special Interest Group (SIG). [8]


In 2000, Ericsson Technology Licensing was formed to design Bluetooth solutions. Additionally, the SIG added four new companies: 3COM, Agere (Lucent Technologies), Microsoft, and Motorola in 2000. Due to quick development in the world of Bluetooth, Ericsson was already on the fourth generation of Bluetooth radio by 2001. In 2002, a “Suite” concept with packaged application-oriented design solutions was introduced by Ericsson. [8]

What is the purpose of the Bluetooth Special Interest Group?

Today the SIG includes thousands of Adopter/Associate member companies, in addition to its nine promoter companies. Initially, the SIG was commissioned to monitor the technical development of short-range radio and to create an open global standard known as IEEE 802.11. This standard was instituted to prevent the technology from becoming the property of any single company. In July of 1999, the first Bluetooth Specification was released. Additional tasks performed by the SIG include interoperability requirements, frequency band harmonization, and the promotion of Bluetooth technologies. [1]  The Bluetooth Specification does not define what should be hardware and/or software. [1]  Because different companies involved in the SIG can interpret hardware and software architecture differently, and an analysis would need to be done on a number of different architectures provided by various SIG members-it is beyond the scope of this paper. 

How does Bluetooth Work?

Currently, all major players in the telecommunication, home entertainment, and computer industries have adopted Bluetooth wireless technology. In addition, other diverse areas have adopted the technology, including the automotive, health care, automation, and toy industries. [1]  Bluetooth is a global standard that functions at two levels. At the physical level, Bluetooth is a radio-frequency standard. The level above the physical layer is concerned with the agreement on when bits are sent, how many bits will be sent at a time, and how the parties in a conversation can verify that the message being received is the same message that was sent. [4]  This global standard eliminates the need for wires and cables between both stationary and mobile devices, as well as facilitates both data and voice communication. In addition, Bluetooth provides the possibility of ad-hoc networks and delivers ultimate synchronicity between all personal devices. [1]

Traditionally, there are two ways to avoid the use of wires: Infrared and cable synchronizing. In addition to being a “line of sight” technology, infrared is also a “one to one” technology, meaning that data can only be sent from one device to another at any given time. Cable synchronizing is even more problematic than infrared because the two devices being utilized in the synchronization must be connected, usually with a cable.  Bluetooth is not limited by either of these constraints. [4]  Bluetooth enables the transfer of data in an easier manner because its hardware vendors (i.e., Intel, Motorola, and Ericsson) have built a small radio module into computer, telephone, and entertainment equipment. Three important features of Bluetooth are that the technology is wireless, inexpensive, and ease of use.  Without any additional actions by users, devices are capable of finding each other and engaging in conversation without any user input at all. [4]

The frequency used for Bluetooth communication is 2.45 gigahertz, which has been set aside by international agreement for use of industrial, scientific and medical devices (ISM). A number of devices already utilize this frequency, but Bluetooth has ways of avoiding interference. One of these ways is by sending out very weak signals of one milliwat, which limits the range of Bluetooth devices to roughly 10 meters. Despite the low power, walls will not stop the signal, so this standard is useful for controlling several devices in different rooms. [4]

There are also ways to avoid interference between different Bluetooth devices in the same room, such as spread-spectrum frequency hopping. With this technique, a device will utilize seventy-nine individual, randomly chosen frequencies within a designated range, changing from one to another on a regular basis. Bluetooth transmitters change frequencies 1,600 times each second, which means that more devices can make full use of a limited slice of the radio spectrum. [4]

To control traffic in the hopping scheme of each piconet, or small network, one of the participating units becomes the master, while all other units become slaves. [1]  Up to seven slaves can communicate with one master, with the master transmitting during even time slots and the slaves during odd time slots. Data in a packet can be up to 2,745 bits in length for Bluetooth devices. Currently, two types of data transfers occur between devices: synchronous connection oriented (SCO) and asynchronous connectionless (ACL). In each piconet, there can be up to three SCO links of 64,000 bits per second each. To avoid timing and collision problems, these SCO links utilize reserved slots set up by the master. [4]

Because radio signals can be easily intercepted, Bluetooth devices have security built-in as a means of preventing eavesdropping or falsifying the origin of messages (known as spoofing). A challenge-response routine feature is utilized for authentication, which prevents spoofing and unwanted access to critical data and functions. A stream cipher is utilized for encryption, thus preventing eavesdropping and maintaining link privacy. Session key generation allows for session keys to be changed at any time during a connection. [1] 

As mentioned earlier, one of the goals of the SIG has been to provide a framework guaranteeing full interoperability between different devices from different manufacturers. This can be done with Bluetooth as long as the devices share the same Profile. These Profiles specify how to use the Bluetooth protocol stack for an interoperable solution. Each profile states the process used to reduce options and set parameters in the base standard and how to use procedures from several base standards. Because these Profiles are a part of the Bluetooth Specification, all devices must be tested against one or more of the Profiles in order to fulfill the requirements for Bluetooth certification. [1]

Are there any new Bluetooth developments?

On November 5, 2003, the Bluetooth SIG announced the adoption of Bluetooth Specification Version 1.2. This updated version of the core specifications includes new features resulting in a more reliable and robust user experience. According to Mike McCamon, executive director of the SIG, “The adoption of Bluetooth Core Specifications Version 1.2 is the perfect example of what an industry can accomplish together in creating a standard.” [2]  Some of the new features include enhanced voice processing, faster connection setup, and backward compatibility. Enhanced Voice Processing is designed to improve the quality of voice connections by utilizing error detection methods. The backward-compatibility of version 1.2 allows users of nearly all existing Bluetooth equipped devices to easily work with products built to the new Specification. [2] 

Does Bluetooth have any competitors?

Bluetooth technology is at the forefront of the wireless world. Due to the relative infancy of wireless technology in general, Bluetooth is drawing its fair share of skeptics and competitors that are vying for its market share. Currently Bluetooth has three primary competitors, infrared technologies (IrDA), Home RF, and Wireless Application Protocol (WAP).
Above we learned that Bluetooth emits a signal in a spectrum as opposed to a straight beam, which can permeate walls and rooms searching for compatible devices. This “line of sight” restriction is the major downfall of infrared (IrDA) devices. [5] The infrared devices use such a high frequency that the beam must be pointed directly at the device it is trying to communicate with. This line of sight aspect of IrDA devices allow Bluetooth technologies to capture the market need not met by infrared. Bluetooth emits a spectrum of signals in search for compatible devices.

This infrared technology may be good for instances where one device is stationary and the other is mobile, as in a worker putting a handheld device up to a stationary meter to take readings. However, line of sight can become a problem when one is trying to synchronize and send messages and contacts from a palm pilot to a cell phone.

Another problem with IrDA devices is that the range of Bluetooth is 5 times longer than IrDA’s range. Bluetooth has a range of ten meters as opposed to IrDA’s two meter maximum. [5]


Home RF is very similar to Bluetooth in that it is a spectrum frequency hoping technology that is able to transmit data through radio waves. The major downfall in Home RF technologies, according to Smarthomeforum.com, is that Home RF hops at a rate of 8 hops per second, compared to Bluetooth’s 1600 hops per second. [4]  This high discrepancy lends itself to higher amounts of interference between nearby devices. Interference can happen with both technologies, but with the rapid hops of Bluetooth the interference is only going to last one sixteen-hundredth of a second, meanwhile the duration of interference is much greater for Home RF technology, and, therefore, could potentially do much more damage to the integrity of the connection between the devices.


 Many people claim that the wireless application protocol (WAP) could be the technology that brings down Bluetooth. Firstly , WAP was developed as a communications protocol for mobile phones. Because of this, WAP does not adhere to the IEEE 802.11 standard that Bluetooth does for the creation of ad hoc networks. [3]  Thus, WAP cannot in any way create ad-hoc networks. This, in turn, eliminates any chance of it being able to compete with Bluetooth on a long-term basis. If a universal phone standard existed, then WAP would have a chance at the market. However, since no such universal protocol exists, WAP will have problems competing with Bluetooth. 


Although these technologies are very similar to Bluetooth, they have inherent shortcomings, including line of sight problems, frequency range problems, or interference problems. These technologies fulfill their practical application purposes, but when it comes to wireless connectivity, Bluetooth is the solution that has been accepted far and wide as the leading technology to create personal area networks between all devices that have the imbedded Bluetooth chip.
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